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During 2020, adoption of cloud computing services 
increased in the UK, driven largely by the impact 
of the COVID-19 pandemic. Indeed, 51% of UK 
business leaders believe that investment in cloud 
computing “saved” their organisations during the 
pandemic1, and 60% of respondents planned to 
increase and scale their cloud usage in 2021. 

Increase in adoption has been across all cloud services, including Infrastructure 
as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service 
(SaaS)2 particularly to satisfy the requirements of remote workers.3, 4  

As companies begin to plan ahead and consider how their use of different cloud 
computing services can help them to rebuild and recover from the pandemic, it 
is important that increased cloud use is undertaken in a safe and secure way, 
particularly as the online threat environment continues to evolve at pace.

techUK has developed this guide for business leaders that may be looking to 
increase and scale their use of cloud services and to provide help and advice on 
some of the issues and key questions that may need to be considered. 
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This guide will not discuss the merits or differences 
between different cloud services (IaaS, PaaS, SaaS) 
or explore specific cloud cyber security solutions 
being offered today in technical terms. 

It is important to remember that the issues and 
questions and the further information, guidance 
and support that may be required, may differ 
depending on the nature of the cloud services  
(IaaS, Paas SaaS) being used. Not all cloud services 
will be the same.
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In the process of rebuilding and recovering from the global pandemic, business 
leaders are starting to ask how previous investment in different cloud services, 
including IaaS, PaaS and SaaS can now help them to move forward. A recent 
report of business leaders found that 88% expected their adoption and use of 
cloud services to increase in 20215, with 33% of business leaders stating that 
their immediate priority for investment in technology in 2021 was to support the 
migration of business workloads to the cloud to increase the agility of  
their organisations.6 

An increase in the use of cloud services will introduce additional security 
and data protection issues and questions that need to be considered 
and addressed. These issues may be different depending on the whether 
organisations are looking to increase their use of IaaS, PaaS or SaaS solutions.

This is particularly important as cyber security risks and the complexity of 
attacks focused on cloud services have increased alongside cloud adoption.  
A report has estimated that cyber-attacks on cloud services increased 630% 
since January 20207, and it has been noted that the recent SolarWinds Orion 
attack could be a direct risk to organisations using cloud-based services.8 Cloud 
can clearly be crucial to a company’s growth but only if it is integrated and 
managed in a safe and secure manner.
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The purpose of this guide is to help support business leaders looking to 
increase their cloud use in 2021 and beyond, and showcase examples of best 
practices that are safe and secure. It offers initial information, advice and 
questions on some of the key cloud security areas and issues of the day that 
may need to be considered by organisations alone, and/or with their Cloud 
Service Providers. 

It is important to remember that these issues and questions may differ 
depending on the different cloud services being used.  These key areas are: 

1. Responsibilities for cloud cyber risks - the Shared-Responsibility 
Model 

2. Securing a multi-cloud environment  

3. Addressing system interoperability and data portability securely

4. Role of industry standards, certifications and how they can help 

5. Moving business data and processes to the cloud without 
increasing risks 

6. Managing data flows and data localisation and privacy  

7. Managing user risk – controls available to 
safeguard data in the cloud



6

1. Responsibilities 
for cloud security: 
the Shared-  
Responsibility 
Model 



1. Responsibilities for cloud security - the Shared-Responsibility Model

7

What is it?
For organisations increasing their use of 
different, and multiple, cloud computing services, 
it is crucial to be clear about where – and with 
whom – responsibility rests. For example, it is 
important to remember that requirements, roles 
and responsibilities for cloud security issues may 
differ depending on whether businesses are using 
IaaS, PaaS and SaaS services and how these 
solutions are being provided and managed.  

For example, Cloud Service Providers (CSP) 
offering IaaS and PaaS may provide some layers 
for the security of cloud service being provided, 
but organisations will also need to work with 
their CSP to secure their personnel’s access to 
the cloud. This is called a Shared-Responsibility 
Model; CSP should provide security for physical 
security of the data centre, power, internet 
connectivity, server, load balancing – but the 
higher layer responsibilities may need to be 
controlled by the customer. 

Furthermore, user access is also the 
responsibility of the customer, as are data 
controls, collaboration, access control which are 
all crucial aspects of total cloud security and 
should be part of the cloud security architecture.  
For example, when using a SaaS solution a 
business user will be responsible for managing 
the organisation’s data and access controls 
to the software solution but SaaS vendors 
and CSP will be responsible for the security of 
the infrastructure, applications and operating 
systems which are used to deliver the  
SaaS solution.  

A responsibility assignment matrix (RACI) 
or chart is often used to document who is 
responsible, accountable, and informed and 
can help to clarify the different roles and 
responsibilities between CSP and users in 
relation to different cloud services. 



Why is it important?
In the current online threat environment, 
information will be a target for cyber criminals 
whether cloud-based or not. Reputable cloud 
providers continue to invest significantly in 
the latest cyber security technology to ensure 
consumer information, wherever it is being 
stored, managed and accessed, is protected 
against a comprehensive range of the latest 
cyber threats. Depending on the cloud service 
being provided, CSPs of IaaS, PaaS and SaaS will 
ensure policies, procedures and security controls 
are put in place to keep information, applications 
and systems secure and to prevent disruptions 
to the access users have to their information and 
business systems if a security incident occurs. 

However, just as you would not buy a car with 
great crash impact test results and then drive 
it into a wall, you should not assume that all 
security issues are passed to the CSP. The key to 
a Shared-Responsibility Model is understanding 
where the provider’s responsibility ends, and 
where customer responsibility begins. The 
answer is not always clear-cut and may depend 
on the different cloud service being used. It is 
important that these issues are discussed with 
CSP as a priority. It is important that customers 
also need to be proactive in building robust 
security measures in their company and talking 
about security with their CSP from the start, and 
taking time to review cloud Provider contracts, 
Terms and Conditions and Standard Licence 
Agreements (SLAs) before signing up.

1. Responsibilities for cloud security - the Shared-Responsibility Model
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Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > Do you use a Shared-Responsibility Model and if not, what model do you use?

 > Do you have a responsibility assignment matrix (RACI) for the different cloud 
services you provide? 

 > How does the Shared-Responsibility Model differ for IaaS, PaaS and SaaS 
tools being offered or provided? 

 > What features/services and documentation do you offer to help customers 
manage their responsibilities as part of the Shared-Responsibility Model?

 > What areas of security do you expect customers to be responsible for? 

 > Within the Service Level Agreement (SLA) and Terms and Conditions, what 
are the contractual areas that address security arrangements in place, 
resilience of the underlying cloud infrastructure, service availability, business 
continuity and disaster recovery procedures? 

 > Has the resilience of the underlying cloud infrastructure been independently 
security tested? How frequently do these tests take place? What did the most 
recent test identify?

 > What tools or dashboards does the cloud provider offer to customers to have 
transparency, visibility and notification of outages or other performance/
availability issues should they arise? 

 > What unscheduled service outage/unavailability has the cloud provider 
experienced in the last 12 months? What lessons have been learnt from 
these unscheduled service outages? 

 > How are issues of data and content backup managed and handled? 
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Where to look for further information 

What is a Cloud Shared-Responsibility Model: https://cloudsecurityalliance.org/blog/2020/08/26/
shared-responsibility-model-explained/ 

The Cloud Security Alliance provide a matrix of questions to ask CSPs. Commercial products are 
available that gather and report on the answers to these (and other) questions to allow organisations 
to decide which services to use based on blended risks. https://cloudsecurityalliance.org/research/
cloud-controls-matrix/ 

Cloud Security 360 Degree Shared-Responsibility Model: https://cloudsecurity.mcafee.com/cloud/en-
us/forms/white-papers/wp-mvision-cloud-360-shared-responsibility-model.html

https://cloudsecurityalliance.org/blog/2020/08/26/shared-responsibility-model-explained/
https://cloudsecurityalliance.org/blog/2020/08/26/shared-responsibility-model-explained/
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://cloudsecurity.mcafee.com/cloud/en-us/forms/white-papers/wp-mvision-cloud-360-shared-responsibility-model.html
https://cloudsecurity.mcafee.com/cloud/en-us/forms/white-papers/wp-mvision-cloud-360-shared-responsibility-model.html
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What is it? 
As organisations continue to invest in cloud 
services based on business needs and demands, 
it is likely that different cloud services, perhaps 
offered by multiple providers, may be used in 
conjunction with each other. This could result in 
organisations using different, and at the same 
time multiple, providers for IaaS, PaaS and  
SaaS solutions. These services could also be  
a mix of public and private cloud based products 
and services. 

In cases such as this, there are questions about 
how this be achieved without modification 
of the application components and how this 
can management and operation of the overall 
service be accomplished. For example, a Cloud 
Management Platform (CMP) may be used 
to help operate and manage the applications 
infrastructure as well as data.

Why is it important?
As organisations continue to scale their use of 
cloud, it is increasingly likely that multi cloud and 
hybrid cloud strategies will increase. Depending 
on the cloud service being used, for example 
whether it is an IaaS, PaaS or SaaS solution, roles 
and responsibilities for cloud security issues may 
be managed in different ways. 

It is important that appropriate security control 
mechanisms are put in place. This will ensure 
that the relevant cyber security, data protection 
and privacy requirements, continue to be 
considered, addressed, and managed as and 
when additional cloud services are introduced 
and used across the organisation. 
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Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > What onboarding and management guidance does the CSP provide? Does 
this differ depending on the cloud service being provided or used (IaaS, PaaS, 
SaaS)? 

 > Does the CSP provide services, tools and solutions guides that can be used 
to validate and govern deployment of cloud services provided?

 > Does the CSP have a responsibility assignment matrix (RACI) for the different 
cloud services provided? 

 > Does the CSP provide support for, and example templates for, the secure 
configuration and deployment of IaaS, PaaS and SaaS services?

 > What protective monitoring services are provided or managed by the cloud 
service platform? 

 > What is your data protection framework? 

 > Does the provider support open source, common standards, dashboard 
interoperability? 

 > Do any cloud Marketplace Services used support full interoperability between 
cloud providers?
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Where to look for further information 

The 14 Cloud Security Principles provided by the NCSC provide a number of lessons for securing a 
Multi-cloud environment: https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-
security-principles

To help support organisations to understand and manage cloud security responsibilities related to the 
use of IaaS additional cloud security guidance is also available: https://www.ncsc.gov.uk/collection/
cloud-security/iaas

Seven in 10 organisations operating a mix of on-premise and cloud systems believe their hybrid 
system is more secure: https://www.i-cio.com/strategy/cloud/item/mastering-the-art-of-multi-cloud-
security

The average organisation is using over 1,000 different cloud services – each of which have a different 
risk profile and different security settings. https://www.mcafee.com/enterprise/en-us/resources/
cloud-report.html

https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles
https://www.ncsc.gov.uk/collection/cloud-security/iaas
https://www.ncsc.gov.uk/collection/cloud-security/iaas
https://www.i-cio.com/strategy/cloud/item/mastering-the-art-of-multi-cloud-security
https://www.i-cio.com/strategy/cloud/item/mastering-the-art-of-multi-cloud-security
https://www.mcafee.com/enterprise/en-us/resources/cloud-report.html
https://www.mcafee.com/enterprise/en-us/resources/cloud-report.html
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What is it? 
The Institute of Electrical and Electronics 
Engineers (IEEE) states that Interoperability is the 
ability of two or more systems or components to 
exchange information and to use the information 
that has been exchanged.9 Within cloud 
computing, system interoperability can mean that 
public and private cloud services can understand 
each other’s APIs, configuration, data formats 
and forms of authentication and authorisation.  

Data portability enables the re-use of data 
components across different applications, 
platforms and configurations. The structure 
of the data is often designed to fit a particular 
form of application processing and a significant 
transformation is needed to produce data 
that can be handled by a different product. 
Comparatively, application portability enables 
the re-use of application components across 
cloud services, including PaaS, and traditional 
computing platforms. Issues of system and  
data interoperability and portability tend to  
relate to the delivery and use of PaaS and  
SaaS cloud solutions.  

Why is it important?
For a competitive cloud market to work, 
customers need to be able to choose and 
switch between cloud services, as and when 
their requirements change. The role of open 
data standards and the use of APIs, that allow 
integration with different data sets, have 
therefore become a key part of the conversation 
between cloud users and service providers. 

Interoperability assures customers that they have 
the freedom to choose between different CSP 
solutions with the confidence that different  
cloud services will integrate and still operate at 
peak performance. 

Progress has been seen but it is likely that 
interoperability and data portability will remain 
a pertinent issue for companies as their use of 
cloud services increases. For example, regulators 
are also starting to mandate cloud Exit Strategies 
for companies in critical sectors in the EU which 
would enable easy switching irrespective of 
location or cloud provider and avoids vendor lock 
in.10 Customers can also enable interoperability 
and portability by developing and reviewing their 
own multi-cloud strategy before making any large 
purchases, which includes understanding what 
their critical success factors are and their key 
objectives are with deployment of that product  
or service. 



3. Addressing system interoperability and data portability securely

17

Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > How are data portability and system interoperability functionalities built into 
the cloud services you provide? How do these functions differ in the PaaS 
and SaaS tools? 

 > Is there a right for the information to be transferred back to you, in a 
commonly used format, at the end of a cloud service contract at no 
additional cost? 

 > Is there a policy around data deletion at the end of a cloud service contract? 

 > What are the costs for extracting data back or to another CSP? 

 > What connectivity options exist to support the management, control and 
implementation of hybrid and multi-cloud deployments to support data 
transfer across environments?
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Where to look for further information 

In February 2016, the European Telecommunications Standards Institute (ETSI) issued a publication 
related to the cloud Computing standards, with special focus on Interoperability and Security: http://
www.etsi.org/deliver/ 

cloudWATCH2 Consortium issued a series of guides for the use of standards to facilitate an approach 
to Interoperable and Secure cloud Services that avoids vendor lock-in (in particular for SMEs and 
procurers). http://www.cloudwatchhub.eu/cloud-standards-guide

http://www.etsi.org/deliver/etsi_sr%5C003300_003399%5C003391%5C02.01.01_60%5Csr_003391v020101p.pdf
http://www.etsi.org/deliver/etsi_sr%5C003300_003399%5C003391%5C02.01.01_60%5Csr_003391v020101p.pdf
http://www.cloudwatchhub.eu/cloud-standards-guide
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What is it?
Industry recognised and independent standards 
(for example ISO standards)11 can provide useful 
reassurances for customers to understand how 
Cloud Service Provider’s (CSP) address issues 
of cloud management, security and resilience.  
For example, ISO27017 (Security Controls for 
cloud services) is applicable to all cloud services 
(IaaS, PaaS and SaaS) and can help to outline 
and define clear role and responsibilities for 
cloud security – both from the providers’ and 
customers’ perspectives. 

Certifications also have a role to play by providing 
evidence that independent assessments of a 
company’s approach to specific activities, for 
example information security, data protection 
and technical resilience have been conducted. 
Certifications can be particularly useful if 
a business is looking to select a third-party 
to implement a cloud architecture or move 
to a cloud Managed Service Provider (MSP) 
outsourcing model.  

Why is it important? 
The UK has a vibrant, fast moving and ever 
evolving cloud computing market. There are 
multiple cloud providers, of all size and shape, 
offering a range of innovative infrastructure, 
platform and software services, both as a free to 
use or paid for service that businesses can take 
advantage of. As a result, the different levels of 
data privacy and cyber security measures offered 
by different CSPs may differ in many ways.  

Industry standards and certifications can be 
useful guides for helping cloud users to consider 
where a particular CSP or cloud security 
product or service maybe appropriate and 
relevant for their business needs. For example, 
compliance with a particular standard can help 
to demonstrate which systems and processes 
a CSP have expertise in and obtain evidence of 
the skills and experience that they can provide. 
Also independent assessments may also be 
useful to better understand the certifications, 
competencies and experience of the personnel 
undertaking work on behalf of a third party. 
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Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > What security standards is the cloud provider compliant with? For example, 
which ISO standards? Have they been externally validated and when was the 
most recent assessment?

 > What certifications does the CSP or the providers personnel hold in cloud 
security? Are there different certifications for different cloud Services (IaaS, 
PaaS, SaaS)?

 > Has the resilience of the underlying cloud infrastructure been independently 
security tested?

 > How frequently do these tests take place? What did the most recent  
test identify?

 > What security checks or personnel vetting is undertaken on the cloud service 
providers staff?  
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Where to look for further information 

Examples of standards that should be looked at for further information include: 

 > ISO27001 (Information Security Management System) 

 > ISO27017 (Security Controls for cloud Services) 

 > ISO27018 (Personal Data in cloud Environments) 

 > Cloud Security Alliance (CSA) STAR  

 > Cyber Essentials & Cyber Essentials Plus 

 > NIST Security Framework 

Further information on ISO and BSI Standards can be found at: https://www.bsigroup.com/en-GB/
Cyber-Security/Securing-cloud-based-services/Standards-for-securing-cloud-based-services/

Link to Cloud Security Alliance STAR https://cloudsecurityalliance.org/star/

Cyber Essentials scheme overview https://www.gov.uk/government/publications/cyber-essentials-
scheme-overview

NIST framework: https://www.nist.gov/cyberframework

https://www.bsigroup.com/en-GB/Cyber-Security/Securing-cloud-based-services/Standards-for-securing-cloud-based-services/
https://www.bsigroup.com/en-GB/Cyber-Security/Securing-cloud-based-services/Standards-for-securing-cloud-based-services/
https://cloudsecurityalliance.org/star/
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://www.nist.gov/cyberframework
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What is it?
As adoption of cloud services increases 
organisations will be moving, or lifting and 
shifting, more data, applications and business 
systems into a cloud environment. Without 
having the appropriate risk assessment 
frameworks data governance policies and 
security procedures in place, it is possible that 
existing vulnerabilities within legacy, or  
on-premise, infrastructure could be transferred 
into the cloud if businesses fail to have 
appropriate risk assessment frameworks and 
security procedures in place.  For example, 
mature systems that have many open ports 
and legacy authentication procedures that are 
migrated, or lifted, into an IaaS solution may 
then leave an organisation’s system open to new 
risks when the system becomes more widely 
connected to other systems including  
the internet.   

Moving to cloud native applications from legacy 
infrastructure that is cloud enabled can result in 
changes to the way systems are rearchitected, 
configured, implemented and managed. Without 
also considering and addressing that security 
needs and requirements may also need to change 
this could leave organisations systems and data  
open to possible security risks. However, 
there are solutions that can help. For example, 
where ‘re-factoring’12 is used to modify existing 
applications when they are moved to CSP’s 
infrastructure this can be more complex than 
other cloud migrations approaches but has been 
shown to increase resilience.13

Why is it important?
The process of organisations ‘lifting and  
shifting’ more business data and systems to a 
IaaS, PaaS, or SaaS solution without conducting 
a prior risk assessment process, or reviewing 
the appropriateness of existing security 
policies, could introduce or permit additional 
technical security vulnerabilities into the cloud 
environment. This may result in organisations 
being open to an increased risk of  
security breaches. 

Whether cloud users are lifting and shifting 
business data, applications or systems into a 
cloud service, including IaaS, PaaS, SaaS  it is 
important that organisations thoroughly review 
their existing security policies, procedures 
and controls, as well as conduct rigorous risk 
assessments. This will ensure that robust 
security frameworks are in place that are fit 
for the cloud services being used. Any risk 
assessment conducted should also consider and 
assess the operational costs and efficiency gains 
that may be associated with lifting and shifting 
specific business-related data, applications and 
systems from on-premise hosting to a cloud 
hosted solution. 



5. Moving business data and processes to the cloud without increasing risks

25

Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > Are you using cloud-native applications and if so, what impact could this 
have on legacy cloud enabled applications, systems and code? Are there 
security implications, risks, and issues that I should be aware of? Do you 
provide advice on transitioning to cloud native applications? 

 > Are you using re-factoring in the cloud migration services you offer? What 
other approaches do you use? 

 > Will some of the organisations legacy applications stop working when they 
have been lifted and shifted to the cloud?

 > Can I monitor the transition to cloud through your product?

 > What services/features can the cloud provider offer to help assess, evaluate 
and migrate workloads from on-premise to the cloud?

 > What options will I have to conduct maintenance on cloud service products if 
I transition to your cloud? Will this create vendor lock-in? 

For those organisations dealing with classified or sensitive data advice and 
engagement at a deeper level will always be necessary.
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Where to look for further information 

Overview of different cloud migration strategies: https://cloud.netapp.com/blog/what-is-a-lift-and-
shift-cloud-migration 

Cloud Migration Services – The right platform for every workload: https://ukcloud.com/solutions/
migrating-to-the-cloud/ 

Guide to Lift and Shift: https://www.ibm.com/cloud/learn/lift-and-shift 

Refactoring applications for cloud migration: What, when and how: https://www.srijan.net/blog/what-
is-refactoring-and-how-to-use-it

https://cloud.netapp.com/blog/what-is-a-lift-and-shift-cloud-migration
https://cloud.netapp.com/blog/what-is-a-lift-and-shift-cloud-migration
https://ukcloud.com/solutions/migrating-to-the-cloud/
https://ukcloud.com/solutions/migrating-to-the-cloud/
https://www.ibm.com/cloud/learn/lift-and-shift
https://www.srijan.net/blog/what-is-refactoring-and-how-to-use-it
https://www.srijan.net/blog/what-is-refactoring-and-how-to-use-it
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What is it?
Data localisation refers to where data is 
physically located and stored by a CSP. Typical 
cloud contracts allow the CSP to move the data 
to any data centre they want to, just as long as 
you can continue to access it. This means data 
may flow and pass through a number of locations 
to get from a CSP’s data centre before it reaches 
an organisation’s server. CSPs aim to provide 
globally consistent services: this means they may 
locate or store data in one data centre and have 
backups kept elsewhere or provide data storage 
from one data centre and search or compute 
functionality in others. 

Why is it important?
For many organisations, the way in which 
data flows and its location is not a problem. 
However, for organisations that may be legally or 
statutory required to have data located in specific 
jurisdictions this will raise additional issues and 
questions that must be considered. For example, 
which CSP may be most appropriate and the 
inclusion of a requirement in any contract that 
data is stored within the UK. 

The legal and regulatory framework relating 
to cloud computing is likely to continue to be 
a patchwork of requirements. Therefore, it is 
always important that organisations understand 
the data protection legal requirement and 
frameworks which relate to cloud-based 
operations. However, where there are data 
localisation and privacy requirements that may 
need to be met there may be additional issues 
that need to be considered. For example, it may 
be important to understand whether a CSP has 
a contractual right to relocate data to alternative 
regions in the event of outages or activities such 
as workload balancing. Discussing the roles and 
responsibilities of the CSP in regard to data,  
such as whether they can access personal data 
within their hosted environments and knowing 
what data rights are upheld by the CSP will also  
be important. 
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Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > What is the governing law and jurisdiction of the contract for the cloud 
service being provided?  

 > Where will the data be located?

 > Where is the support provided from? Which countries are support staff 
resident in? 

 > What are the access management processes, i.e., who has access to 
customer information and what policies are in place to manage and where 
appropriate prevent staff access?  For example, do employees outside the 
UK have access to the data?

 > Is data encrypted when it is in motion and/or at rest?

 > How would you deal with an enforcement request for access?

 > How will the CSP support customers with data protection responsibilities – 
for example responding to data subject access requests and data breaches?

 > What are the mandated country specific laws applicable to the CSP? 
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Where to look for further information 

The UK’s Information Commissioners Office (ICO) website14 provides more information on 
international data flows, data privacy (including the GDPR and the UK Data Protection Act 2018 and 
the changes it introduced.   

The exchange and protection of personal data: A future partnership paper - https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment_data/file/639853/The_exchange_
and_protection_of_personal_data.pdf 

International Cybersecurity and Data Privacy Outlook and Review 2021 - https://www.gibsondunn.
com/international-cybersecurity-and-data-privacy-outlook-and-review-2021/

http://www.ico.gov/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/639853/The_exchange_and_protection_of_personal_data.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/639853/The_exchange_and_protection_of_personal_data.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/639853/The_exchange_and_protection_of_personal_data.pdf
https://www.gibsondunn.com/international-cybersecurity-and-data-privacy-outlook-and-review-2021/
https://www.gibsondunn.com/international-cybersecurity-and-data-privacy-outlook-and-review-2021/
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What is it?
The growth of cloud enabled Software as a 
Service solutions (SaaS), especially collaboration 
services and tools such as shared documents 
systems and video conferencing, provide 
users with a huge range of ways to share 
information and collaborate together. The ability 
for employees to continue to work together 
during the COVID-19 pandemic has been a very 
welcomed aspect of the increased adoption and 
use of SaaS applications.

When increasing the use of cloud services, it is 
important that consideration is given to how the 
cloud will be used and whether existing security 
policies, and guidance remains appropriate. For 
example, an organisation may already have data 
controls in place related to how data is being 
shared via email attachments, the management 
of USB sticks and the encryption of laptops if 
they are lost or stolen, but do not have policies 
or controls that address when open file sharing 
is allowed or screen sharing that can make 
business information public during webinars.

Why is it important?
Many SaaS tools offer and allow collaboration 
capabilities that may be new to organisation 
or are currently unmanaged. Currently many 
organisations may either turn off these 
collaboration features or have them completely 
open which could potentially allow confidential 
data to leave the organisation.  However, as 
organisations look to increase the use of SaaS 
solutions it is important that those responsible 
for IT, governance, risk and compliance should 
check all the ways that data can be accessed, 
moved to, from and between SaaS enabled tools 
and solutions. 
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Questions to ask your Cloud Service Provider
Remember that the questions you may need to ask your CSP may differ 
depending on the cloud services being used. Not all cloud services will be  
the same. 

 > Have information access and management policies and procedures been 
updated recently? Have these been updated to reflect the increased use of 
online collaboration tools? 

 > What are your organisation’s critical success factors for using particularly 
cloud-based collaboration services and tools and what are your objectives 
with deployment of that product or service?

 > What approach does your company use to safeguard data? Are these 
methods incompatible with any storage techniques?

Where to look for further information 

ICO security checklists for employers working from home: https://ico.org.uk/for-organisations/
working-from-home/working-from-home-security-checklists-for-employers/

https://ico.org.uk/for-organisations/working-from-home/working-from-home-security-checklists-for-employers/
https://ico.org.uk/for-organisations/working-from-home/working-from-home-security-checklists-for-employers/
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Conclusion 

2020 demonstrated that business leaders are increasingly utilising the benefits of IaaS, PaaS and SaaS 
cloud services. Investment in cloud computing enables organisations to be more mobile and agile, 
increases collaboration between customers, suppliers and employees, improves efficiency and helps 
to reduce costs. This is particularly important as companies look to rebuild, recover and overcome the 
business challenges presented by the global pandemic. 

As 2021 continues, cloud infrastructure, platforms, and software services will continue to grow in scope 
and in scale as businesses push for resiliency and continuity.

techUK hopes this guide helps business leaders explore the full opportunities that cloud computing has 
to offer as they look to increase the use of cloud computing.

Please use the links on the next page to find out more information about techUK’s work on  
cloud computing and cyber security, including newsletters, upcoming events and activities which  
can support business leaders as they increase, scale and grow their secure cloud usage in 2021  
and beyond. 
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